We demonstrate the potential for 1.85 Mbit/s secure key rates over 101 km of fiber, >100 times faster than previously demonstrated, using the differential phase shift quantum key distribution protocol and superconducting nanowire single-photon detectors.
Introduction
Quantum key distribution provides a means to secure communication channels without relying on methods that are vulnerable to future algorithmic or information processing advances. To fully realize this potential, however, onetime-pad encryption should be utilized and fast key generation rates are necessary. Increasing the key generation rate requires increasing the speed of electronics, random number generators, and high-efficiency single photon detectors. In this work, we demonstrate that a pair of superconducting nanowire single photon detectors (SNSPDs) [1] [2] [3] with 31% system detection efficiency and 40 ps timing jitter can be used to implement the differential phase shift quantum key distribution (DPS-QKD) protocol [4] [5] [6] [7] at a 10.7 GHz clock rate. Based on the measured 4.0 Mbit/s sifted key rate and 0.77% quantum bit error rate (QBER), keys secure against general individual attacks [5] and sequential attacks described in [6, 7] could be generated over 101 km of fiber at rates as high as 1.85 Mbit/s.
Results
The DPS-QKD experimental setup shown in Fig. 1(a) was used to measure the sifted key rate and QBER with a 1550 nm operating wavelength and 0.2 average photons per pulse at the transmitter output. The electroabsorption (EA) modulator generated a return-to-zero signal with short pulses and the dual-drive Mach-Zehnder modulator was driven with a 2 7 -1 pseudo-random bit sequence (PRBS) to set the phase of each pulse. A low-loss (0.3 dB), all-fiber interferometer and SNSPD detectors described below were used to form a high-efficiency receiver. Data from the photon counters was post-processed from 50 µs sequences recorded on a real-time oscilloscope. Dispersion compensating fiber was used in the transmitter to pre-compensate for chromatic dispersion in a 101 km spool of LEAF fiber (20.19 dB loss) used to simulate the channel. The clock frequency and phase were recovered by postprocessing the photon count data recorded on the oscilloscope without an electrical or an intense optical clock signal. The superconducting nanowire single photon detectors used in this experiment are shown in Fig. 1(b-d) . Two independent, 2-element SNSPDs with optical cavities [2, 3] were operated at a temperature of ~3K in a single cryocooler. Although higher speeds and limited photon-number-resolution can be obtained when both elements of each 2-element SNSPD are operated simultaneously [3] , only a single element was required for the desired 2 Mcount/s counting rates based on the fast, ~10 ns, single-element reset time. Fiber focusers were positioned using cryogenic nanopositioners to couple light from single-mode fibers onto a single element from each of the 2-element SNSPDs. The system detection efficiency, from the fiber input outside the cryocooler to the single-element detector output signal, was 31±3% for each of the detectors operating at 93% of their respective critical currents.
Data from over 16,000 sifted bits was used to calculate the 4.0 Mbit/s sifted key rate and the 0.77% QBER, after temporally filtering the data in each time slot. The photon count timing, the frequency and phase of the clock and the PRBS pattern alignment were extracted from the oscilloscope traces. A single clock frequency was used in analyzing all of the data and the pattern alignment was consistent between the "0" and "1" detector channels for all of the data sets. The sifted key rate and QBER were both obtained by ignoring all photon count events outside the central 50 ps of the 94 ps time slots. This time windowing resulted in a 1.4 dB reduction in the total number of detection events and reduced the errors due to timing jitter as shown in Fig. 2 to maximize the potential secure key rate. The ratio between the secure and sifted key rates was calculated following the approach taken in [5] for general attacks on individual photons. Assuming an error correction overhead 16% above the Shannon limit, a maximum secure key rate of 1.85 Mbit/s was calculated. Based on the measured experimental parameters, the sequential attacks described in [6, 7] would generate error rates well above the measured QBER. 
Summary
The potential for secure key rates of 1.85 Mbit/s over more than 100 km of fiber was experimentally demonstrated for the first time using the DPS-QKD protocol and SNSPDs. The low detector dark count rates, high speed and broadband detector response provided by these SNSPDs make them well-suited for QKD systems operating over a wide range of channel losses, background levels and operating wavelengths. The high key rate achieved in these experiments permitted fast data collection, real-time optimization of the system parameters and straightforward clock recovery at 10.7 GHz without the need for atomic clocks or dedicated clock signals. The demonstrated combination of high key rate and relatively large link loss raises the possibility of adding additional opto-electronic components for networking or operating over existing spans between amplifiers at ~1300 nm wavelength [8] .
This work was sponsored by the United States Air Force under Air Force Contract #FA8721-05-C-0002. Opinions, interpretations, recommendations and conclusions are those of the authors and are not necessarily endorsed by the United States Government.
